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DRRHAFTHR LIS, BIEEEASEHMABR TR, TRREEECE,
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C.&tH SO0/ /Y IP itbiit2 10.10.10.8
D.&2O SO0/ &Y IP k=2 10.10.10.7
[ZX]B
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X—%% RIP BRERiRAZIAER 10.10.10.7 RUIEEEMBE, T—HRYHE

#ERZ 10.10.10.8, @I A8 SO/ &

E{TIER R EREMYAYEEEZE (23 )
(23)A FERHRAXEI B IBREFRIPTEBHR
B.ERREERE A ERIERH
C.RESEARIEEEHNE CRIBHEE
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ETIER A ERAMYATEHERITE CRBARAX G MEIRS, PEHE
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XIHESBAE U EEERNNETELST 50T BT BHERAECEEN

BE, TARE T BEEN WEIAFMNERE

LATFRTF VLAN 89504, IEFRRIZ (24 ).
(24)A.VLAN XD HEBITIIE, 1BE T MNERZEMSE
B.VLAN 2t T EREIM R {RIF IP #ltaY75i%
C.VLAN TERJ B HAIMEE IR T REEIRAI B ERF R
D.VLAN faift T EMZERIENN . BRI EAIERIE
[Z¥=]1D
[ Rt ]
IERE ML D RZ T AERY VLAN, (E1EMNEEANTBRR TR ERY
R, XEFHEMN T EMEFEN. BRMBEVRIRE, 52T ERN
VLAN, TIe EHEEME , BEfTE SR VLAN . VLAN RERRTLIERE
=, VLAN Z[EFEEEZBE, YRR ERNBHESE LIS, XiF
MRIERZE, BUERKIBENFEIZERER VLAN, AJLARE X2/
=, BALETIREDKIERIEEMEIZEME . VLAN HAGEERZIEZEMN
BRIR 2N

SRE MR E AR, B RIERT SRR I MR AIRATHE? (25 ),
(25)A. BRI TR B.EER A MAC it
C.F#E3zitlim D RIRE R ZR A D.A3IRIEESFERT IP Hbilk
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IR B P RIS 5 RS AIBIAEE A BRIA T IAFRIEUERE , E1SMIRT
IRRISIERRRVERIER . AT IHRIAE, MNMART ERRIY . XMXIRE
ERRITR BB S VR a EiE T ERY . B— 1 MFE E—aASRAIE—RY
MAC tiplit, f5e9Rk+MAC it apFaITRIRET, R &M E R
FIERRTHIRRET o FRLAZRIRIERT SR /I S TR RIIRASIRL , Wb PRI

TR

RS ECE N FEFfR, XFECESZHF (26) ZIERYE:E.

PinNumber |  Color | Function | Pin Color | Function _
1 | white/Green TX+ 3 Orange RX-
2 Green _— TX- b white/Orange RX-.
. 3 white/Orange | RX+ 1 Green TX+
(1 Orange __1 RX- Z white/Green TX-

(26)A.PC 2ligHzE  B.PC ZI3#atl C.ARSSHREIHRA DR ZI B HRES
BEIA
[ Rt ]
ElFRRINR BN NERE:, AREZRRERIRE, 4 MiEliFRE PC i

RERERERIRE -

SINTERIMEEE, RMITIFuh B TE5RSHE ABE, TABEZINTHR

ZEE? (27).
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P 131,1.123.24027 IP: 131112343727

GW: 131.1123.33 GW: 131.1.123.33
(27)A.BRS32E A B9 IP HBhb 2 &bt B.IR5558 B AY IP bl 2 M 4%ith
it
C.I{kuh B EMXAEFE—FM D.IRS5EE A SRMXAETE—FM

[Z=]D

[ &4 ]

kR 55 28 A R IP it ut 131.1.123.24/27: 10000011.00000001.
01111011.00011000 Br53=8 A RUMEUEARZ S FEHELE
iR 55 28 A B W X it 4 131.1.123.33 : 10000011.00000001.
01111011.00100001 iXMIESARSS &8 A AU R FR—1FM.
T 5 B BY IP #E aF 131.1.123.43/27 : 10000011.00000001.
01111011.00101011 IX MBI Z RIZEIBIE .
Ty BR MWXH I 1311123 33 : 10000011.00000001.

01111011.00100001 LfFik B SMXEFE—1FM.

FEMEHRFINEGN TR, &RA RIP MY, EI8HEEE Rounter2 EFHRZE#T RIP

AEARIMZEE (28 ),
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19216822

W
host101

14
: 202171412 AREd
192.168.0.1

(28)A X£E 1
B.M%& 1. 202.117.112.0/30 1 202.117.113.0/30
C.m48 1. W48 2 FIRYEE 3
D.{X 202.117.112.0/30 #1 202.117.113.0/30
[£X1]B
[ #&t | A8E &A= L RIP BEMXAYECE .
IR AHEPRA RIP MXAY, S EHEFERPERERIISIMNE, KH
#x Router2 BEfER TN 1. 202.117.112.0/30 1 202.117.113.0/30 =4

Es, IFTHITERH,

IS IRSZBHIWIESR T, Z2RIHKITAIZE (29 ),

(29)A..NET PASSPORT &Gk B.£&E/k Windows &1
3GIIE
C.EXRBMHIGIE D.AENSDIIE
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[ #B1f ] REEE IS IRBFEEMRZEMEZHIR,
IS IREBMHIRIEAFXBRENSMHIGE. EABHIEIE. .NET Passport &

RISIEFNEERE Windows SAIRIE, HEPFRZ2RFIREIHNEESSHITIE.

BRSEAMEKRINA (30 ).

(30)A.EEF b4 B. SRS C.VolP D. W& &
L
[

i

]1C

ij73

[ #2847 | ARBREE Internet MR IBFEMIR,
AR BAEARAISCATHEHEER, Bif. SSFTBIERSAISCATHEER, 18
BReLirMERIN AR VolP,

£ Linux #, X (31) BF@thENEE.

(31)A.etc/hosts B.etc/host.conf C.etc/hostname
D.etc/bind

(

[ 881 ] REEE Linux RESEEARTDR

i

1B

ij73

etc/hosts FEE T IP it MEN B ZERIRET, EEIFEENZAIZNE;
etc/host.conf XHEEIMTREITEN R , Linux BISEEITaR ERIRISENZ
XIRZAY IP #BlE;  etc/hostname X EET Linux RERIETEIR, S
STEEE; D% ete/bind 2— M FHIR.
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£ Linux &7, EMFREFA groupt R{ER (32) &%,
(32)A.[root@localhost]#delete group1
B.[root@localhost]#gdelete group
C.[root@localhost]#groupdel group
D.[root@localhost]#gd group1
[Z%]C
[ &t ]| "EEE Linux ERm<SHERSIZE.
ZPRr A PAFR(FERRIES 2 groupdel group, BfttZ NI IUI A 1R 46

SHESNES .

Windows server2003 R IPSec #{TRZE(S, MNRZAAKA “£5

A=E=@EIRE (PFS)”, W “SMIGIEr4mEBER” FIAMES 480 o8

M (33) 1M=iE
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(33)A.1 B.2 C.161 D.530
[Bx]A
[ #4 ]| A EE IPSec ERtiFNIA.
IPSec (ERTRANSEFINZR S EZREZFBEST P EAFZBRINER, @
EURIFHRIE, WM EIEREMERARRRIZERHITIRIP, . XEFERIFHLEE
EIRENER D B S BN IR E RSB G E IRINE RIS BE. R “BRAE
ZREMARE (PFS)”, WAMERREER SIEZHRIFRS
KA ARFRFEIREN 1,5BREETA PFS BEEE .

£ Windows FIFP &1, (FRERE A-G-DL-P, HEF P &R (34 ).

(34)A. RIS B.RiFEHIER C.1gA e D. &
FAZH
[ZX]B

[ B84 ]| ARREE Windows FIF SETERVA RS EREETR .
AR A-G-DL-P F A XTHAFKS, G®=£B4E, DL ZREAithE,
P RRZRIRIAEIR ( Permission ). A-G-DL-P ZHKE&2EH WS RINE
£RBEF, BEBERMEIS—MERIEARE D, AT AR A S B AR
IRASISIEARBR , XAk E EAAI B PR AT LA IS A s AR R 7

ITRAH, RETEREMESMLERIZ (35 ),
(3BD)AIREEER, LIEHIFERR, REBIR/N
B.AAMRIE, ZIFZMHFNME

Z3)3ZimEE: 460763000



offch thawm
C.2%HE, FESIMARSEIENRE
D.TiEHMEBIERT =X RiB{E
[Z=]D
[ B3t ]| ZREELIE LML (PON)SEAIEMENR
TlEFEMZE( PON)R—FaE M R4S, B 5 7 MNP SR F A ER T,
DT R IEFNINRRBHIIER, RS T RERoR, BNTE 7EHPKRA
oiteRlaEiER: OLT #1 ONU BIERIRE, BRINEER DA MTEWE, HEF

LT8R 2YeEmE— T LITeER0A, EF MTEENO, SSRNZ <RYEH .

&%& DNS EFCRAIG<SE (36 ).

(36)A.ipconfig/flushdns B.nslookup
C.ipconfig/release D.ipconfig/displaydns
[ZZ=]D

[ #2847 ] AXE R ipconfig & nslookup MEEEGS .
ipconfig /flushdns 2igkk DNS &7F12®;ipconfig /displaydns 327~ DNS
EFICR; nslookup B ERHZENTIRSS S ipconfig /release M DHCP

Bz EchY IP it

£ Windows #B2{ERSZH, (37 ) XHFATLAFSENINE R T .

(37)A.cookie B.index C.hosts
D.default

[BZX]C
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[ #8#7 | ALEE hosts HERHITSHE
7 Windows SRS, SILUSEERITIIEER hosts.

DHCP ( 38) #kXAIE/Y IP bk )9 255.255.255.255,
(38)A.DhcpDiscover  B.DhcpOffer C.DhcpNack
D.DhcpAck

[BE=R]A

i)

[ #%4r ] 2A2E & DHCP A&,
PUFHR A& TR, R &YX\ DhepDiscover. SEHEIHFEZBRND
Be IP bk, XAKNE DHCP fRS3atilt, Hisk#xX DhepDiscover ERY

IP st g 255.255.255.255,

EFimXA (39 ) IRICRIER DHCP ARSSeS42HAY 1P bk,
(39)A.DhcpOffer B.DhcpDecline C.DhcpAck
D.DhcpNack
(
[ B2t | 8= & DHCP ARSI R B ENAmS .

Ad

1B

ij7S

DhcpOffer 9 DHCP R$3885a= FHIRM 1P tetitA9ERIRSE; AR EFiRiE
#EARSS2RIRMAY IP ik, A DhepDecline;§ DHCP IRSS S IEI Z Fifk
B9 Dhcprequest Zfa , 2ME FinA H—1 DHCPACK [EIRig#titit e =,

& A&H—1 DHCPNACK EIRAfefititbit a2 .
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E—BHEAZIER, DHCP EFimSHERI 1% (40) RiEK.

(40)A.3 B.4 C.b D.6
[Zx]B

[ #24fr | ARREE DHCP XA TIEER .

£ Windows B9FURTER, T, Dhepdiscover FIEFRTEFUEN 17, EFiE
HEFimEE— Dhepdiscover BixtEEZfE, 71 2ZRIRBSRIENAY
&, e 175 )X Dhepdiscover 1. &E—EHEAZIENAIBERT, EF
iw—H&H 4 X Dhepdiscover I'1&, BRT7TSE—RSFF 102, HR=R
HNERFITEIDBIZ 9, 13, 16 B . ANREIRBSEI DHCP RS [IEIN, ZF
iwNERREBIRER, 25 Dhepdiscover KW, 2/, ETFEREINEE,

RFASPERE b oz [EBESE—IX Dhepdiscover BUETE.

IR T2 IRFHINYE (41 ),
(41)A.PGP B.SET C.SHTTP
D.Kerberos

[BEXR]A

i)

[ #84F7 | AREE L2 FHBHMYAIEREENIR
PGP (Pretty Good Privacy)=z Philip R. Zimmermann 1£ 1991 £ & HIEE
FHREINZIREGE  CREBERTIF S LR XA, HER T ARSHIFIER T
PGP & RINENHFEERSS, TRTEFHMHEIIINENZEE.
SET (Secure Electronic Transaction) @Z£BFXSNENEE, E2—

L2 MRS HIES 1S T Netscape B9 SSL.Microsoft B9 STT.
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Terisa f9 S-HITP LI% PKI 5K, BEHFIEBHIHFEZE, FE5=F
A UASHNEHRHITZEIBFRS . B, SET B235Kk187T Mastercard.
Visa ERZ] BRIZE, AABEFESTEPHNREEMIRNE,
SHTTP tBeJLAS{E S-HPPT, E—MBERIRXIIZEBENY, HERNZEE
A RZEENERZE, RHEBEFESHNARE. B2% SSL HllfE,
S-HTTP HAR3X1E/iZRINF, BRI, SSL ZEAXBERNT S-HTTP,
Kerberos 2—IUAIERSS , BEEERATREBEATHISMLMEF, TIFuh

LR BRHEEESZERIH VRS HEMIEIIIRSSSE

IDS RERIEZ(EAR (42),
(42)A.FAFIAIE B.RSTAIE C. =& D. #

fEInz

[Z%]C

[ ##1 ] REEENEMER LRSI

IDS (Intrusion Detection System) NERIEMRSE, 2IENEGE KEZEIE—
ERZEFE, BENMEPXEEQREERANERITON, NPRIERE
ERBAVTAIERINELEANESR, FEEIEL
ENEENREENAFMRRTANKNS ST RAZEREIMGENIH.
BENHNFENTEG . ENRETHNRE . EETARINRITHIT. BRIE
RFERVRITIRER, AINERZEFRBAIBFTARNMEGNE . NMEAQNEE TRt
BENGEH, BERRRRIASEIEERZAELIENEEHE ST, FR
FRERRIKSIEETE . AITEZWERTINERIRAZR, BFSiAfEER

Z3)3ZimEE: 460763000



olicN h2aHE

FHEMAIRRIBE o

RimE I LARREEA (43) B9

(43)A.exe B.txt C.pdf D.xls
[ZX]D

[ Bt | FEEERSHIEARIIR,

mimsE— TS S  2REHIEIERE Macro,5 _Ri%E Word \Word 97 .
Excel. Excel 97 F. RHFSUUFEFEESERIEFRITEIRS . —
BTN, HPNEMSERT, TEARSMERAE, EREIT
Bl L, HIEEE Normal &t £, MIttLAE, FREBERFINNEES “
7 EXFRmS, MENREMARIIRT BRIYRSHIN, RRSXSER
a9 ENLL

L, RBERMERY Word Mi5EE Excel iEF SRR mS -

Kerberos @—# (44 ),
(A4)AINEEE B.EEEX CINIERRSS D.j5%
[Z%]C
[ #&4r ] RREENZINERIEARIR
Kerberos @—TUAIEIRSS , EEHRNEBE: EAFHIDBRWEF, T1E
it E MRAFPEEBTZENARIBED HEMBIIIRSS
Kerberos Uit Bin@Bd ZHR RN E FPHL/IRS SRN AR FRAEAAIA
EARSS o IAIEIFRRISEBI MR T EAURERRRPAIE, TAETEN AT
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OolICN PRHEBE
SE, FEKRNE LFEENNYIERSE, FHMRENE LEXRIEIEE T AT
EMESEE . BB NEYE . LA EBRT, Kerberos {E5—Mul{EEAIE=

FINERRSS, RBEESRINEEEA (W0 £=E0 ) FITALERSH.

PAFXF=5 DES miZRISUAS, EFMEIZE (45),
(45)A.=E DES MNEER— 1 EHEHIT=IRINE
B.=% DES IN#EERRERHIT=IRINE
C.=E DES MZRFER=1ERHIT=RINE
D.=% DES MNZEBIKE R DES ZiFKER 3 &
[ZZ=]B
[ 81 | AEEERR =5 DES INZBNEARFIR,
=5 DES IN&EiER) DES INE&EZNHEE, SERMIEEAXNEINERY
fE=)R DES 1z, HMREEZHE DES ZHHIENRE, NM=xikT DES &
PREBENRR . EMNENIRNT:
BTN BEED RS K1 F0 K2, BINE3 28 :
DR%$A K1 ##17 DES 1%,
QR K2 33558 (1)L R 1T DES f#%,

CXILE ( 2)RIEREMER K1 i#17 DES 1%

SNMP thiEF (46) Bt
(46)A. 418 B. R4 C.1&% D.NF
[ZX]D

Z3)3ZimEE: 460763000



M
offcn hanE
[ B2t ] AEEE SNMP HHEAEMENR
SNMP JNBEDY, 2 TCP/IP th}izrI—&ks . Eilid AP EEHR MY
(UDP) i, ERumERMtS, SEEHEMTERMHF O MIB B

DI TR, FHREMEZEEREN . SEEHEET SNMP TRMNEEE.

SNMPV3 #it8T (47 ) 1I8E,
(47)AEiEuhzE@E(E B.AE COANEFINE  D.#RERIER
[Z=]C
[ #8817 ] ABEE SNMPv3 HEIEREENR .
SNMPV3 BIIXERETINEINE , HIRBGEEERIEP I REL iR
RN GEREIRERA L . INEIRS, BREIEINEZESZ 251

MEBEERFHHIEEIERIBRTRZ (48 )

(48)A. B EhHFRESE B.ftitmasitag C.IRFAMELE D.B
s NELRE

[Z¥=]1D

[ B2t | FEEENEZEER S S EAIEMFNR

ISO/IEC74984 tExE X T MEEEIERRIBEXINR , EhEI&EIEAIE RN & 1E:
HPEEET . HIEIRE . MREREE. HEESGF LA RR/DITHIEEEEFR

=
o

—AENAYRSEELE BT E I www.sohu.com BINiG, FEEXSITE
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MU tracert BOREITFER:
|

Tracing route to www.sohu.com [202.113.96.10]Over maximum of 30 hops:
] <lms <lms <lms 59.67.148.1
2 59.67.148.1 reports:Destination net unreachable
Trace complete

RIBLALER, EpXHIZNEERTRER (49 ).
(A9)AZIHEMN IP iihg EHIR B.1EXEEH8E L T T imEES

C. AR X AETIA D.Z DNS RS2 LIERIER

[ZX]B

[ B3 INRE EWEEERG S tracert B RABREE R 75 ERIERFTR
59.67.148.1 2% 1 BKEIMX , NI [EIRIFER(EE I LABRE M KAYEERIG ,
HEBR 7 A R0 C;BHEB AR Z1EE www.sohu.com BE1E 5 ith 7 17 Z ith 1t
202.113.96.10,iBAA M DNS IRSFELIFIER; FIEMNXZEEIAT T 1B,

WA gER L O LT 7 iniaiEs .

#F netstat—o @SR ERMEE (50 ).
(50)A.IP. ICMP. TCP. UDP MXHIFITHEE B.LAKXMSZIHEE

C.LUEFBERrAER. it fkicO D. 8 EZRIHEE ID

[Z¥=]1D
[ &1 ]| ZEEENKERHS netstat BERRBXSEHAMER.

netstat S AT &R TCP &, Netstat SNSRI T:
netstat [-a] [-e] [-n] [-o] [-p Protocol] [-r] [-s] [Interval]
AL SERFIT
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-a
ERFEEEIN TCP &, LIRIEEREITRY TCP 1 UDP w0,
e
ERUXRMGEIHER, FIIREFIHERIF T, DUIREERREE . TS
AILAS-s SHEXEER
-n
TEasii TCP &, thtfim S AHFRERT.

-0
Eiaaiy TCP EEURB MEREII NATHE ID. £ Windows (E5 51288
FREJLASCEI SR 1D MMAINAE . XPSHALS-a. —n fl-p BXEER
—p Protocol
Ft#RIRTE Protocol EEZ2ERAIMY, AJLIE TCP. UDP. TCPV6 5&
UDPV6, SIR5Z#-s BX&ER, WaILARRIMY TCP. UDP, ICMP. IP.
TCPv6. UDPV6, ICMPV6 2k IPVv6 RIZEITEUE

=S
ERE8MMYAIGFEITHEE. BUABERT, %Zit TCP. UDP. ICMP # IP #MX
RIFFIEWRIZEES . LIERVEIRE . EEMINERWRIREE . WRS5-p S
HEXEER, AEEZEE TSR,
-r
ER IP IBRRIANE, BEERFNFIZBEFTENE< route printo
Interval
HAEFEAEESRIMEER, A Ctr+C WELER IRAMERXNT S,
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IEEE 802.1x @—METF (51) INEMNK,
(51A.BFID B C.MAC itttik D.SSID
[BZX]C
[ Rt ]

|[EEE 802.Ix #MXSEMEF im0 ( MAC bl ) A9iEEHET . INERZXTE
EREREINIRAIERERITINE . —AREAPEANIRE LI 802.1x NI, &
INEBIZZET, 802.1X RAtiF EAPoL (BT BB RIAEIMY ) #iEE
IR EERARNImO; IANEBELUE, IEFEREIER LAURF i LK R

i

7755 WEP HMXRIREERE, WPA Z2IAES RIGINAWLEIZE (52 ),

(52)A FHZ=ZIRINIE B. GRS AR MY
C.RERIRHEE D RAEEININEEE
[Z¥X]B
[ Rt ]

BEEFWRE WEP 1Rt BRRRESELREMFMRINZMLE . WEP
£/ RCA i 1TINE, FER CRC-32 RAGRIESIERITZE M .
#1089 WEP #x/EER 24bit R9%0RRE, 0L 40bit BIZFFFER, Bk 64bit
A WEP &3, EREREBAFERIHER 104bit B9F#FER, 0L 24bit A9%0I5
W&, 1Rk 128bit B WEP Z5H. 22 24bit #Y IV FREKEIEUMFRIEFR&H
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NEE, REMEEBITE, ERENHNENMNSFERTHR IV mERELHIE
g, Xt WEP BithiEE 7 .

Wi-Fi BXERT & LA 802 M EEWFE N EEFIE T #J3 WPA (Wi-Fi
Protected Access)ZEIANERL R, & WPA RIRITHEE TIAIE. MNZEFE
IESEMRIG=MER 25 ETE WPAFERT 802X MYIIAFHIMAC
HAEFHITIAIE; EUXZE WEP 1B X T ZHFVRRERIKE, LA 128bit AYZA
48 zr9¥semE (V)BT RC4A INE. WPA ERR T ol LA R %A
HYIERI B SR TR NN TKIP, LA SR A IR B AsR N R e XS &= , WPA
SR T BIRTEMRIP, (ERIRGGE RSN ERTEES , FEERX
INERH R EBMITEES, B LApLEERKE

i DHCP 5588 BchIRRA MK itER 192.168.5.33/28, (53 ) @A HEM,
RIB UL .
(53)A.192.168.5.32 B.192.168.5.55 C.192.168.5.47
D.192.168.5.40
[Z¥=]1D
[ A ]

BIAM X b 192.168.5.33/28 RY Z # i :11000000.10101000.
00000101.00100001
192.168.5.32 B9l : 11000000.10101000. 00000101.00100000 X2
— N FRIbiL

192.168.5.55 RYZi#HHI: 11000000.10101000. 00000101.00110111 XA
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it 5SmSRttt A E B —F M,
192.168.5.47 B9—i#H%I: 11000000.10101000. 00000101.00101M111 X2
— NS,
192.168.5.40 B9—#&!: 11000000.10101000. 00000101.00101000 X2

A EHRIBERbIL

SNERISERIBIHEESE 255.255.254.0, MBXHIENMBIEZ (54 ),
(54)A126.17.3.0 B.174.15.3.255 C.20.15.36.0 D.115.12.4.0
[BE=R]A
[ A ]

RS = 255.255.254.0, FRAEHBIE SEEHY O iz,
126.17.3.0 tutpy—#H79: 01111110.00010001. 00000011.00000000
XE— M EMEIELMIL
174.15.3.255 B9Zi#Hl: 10101110.00001111. 0000001111111 X2 —
ANTHEbE
20.15.36.0 H9=i#H#l: 00010100.00001111. 00100100.00000000 X=E—
DF MBI,
115.12.4.0 R9ZiH: 01110011.00001100. 00000100.00000000 Xttt 2

_/|\¥|ﬁ_]iwi.”: o

MREAGEARND IP HYEREILIEERE, W% ping AYEIER (55 ),
(565)A.192.168.0.1B.10.1.1.1 C.127.0.01 D.128.0.11
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22
ZIELRY IP MYXES TEIER, WAZ ping RIMBIER 127.0.0.1, %

U Windows FREFRAAREEIA#ELE ( LoopbackAddress).

THEuh A BYIP Bk 2 202.117.17.24/28 , i L{Eih B B9 IP ik 2
202.117.17.100/28, S TIFERBERNTEEREES, B ettt aeE
BSXFA LIRS LABEBE? (56 )
(56)AEI{Fuh A B9ttbite)9 202.117.17.15
B.EI{Fuh B AN 202.117.17.112
C.IBFMERENA 25
D.fEF M3 26
[Z=]C
[ A ]

TEus ARIIP #BaF R 202.117.17.24/28: 11001010.01110101.
00010001.00011000
Tus BR IP #2AF R 202.117.17.100/28: 11001010.01110101.
00010001.01101000

SRIRNX M IR B FE—1F R, iEHIEERL U 25 SR TR—1FM 7T .

IZEEEEEA M EREEONMIERE 200.15.10.6/29, IEHEREZAIZAIARIK
p9itibE 200.15.10.7,, XiFEERAIEEERETIE ping BIHIIZIERE, R
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E=Z (57 )
(BT)ABARKAMUEARBTFTXNFW  B.EUAMSKAIEIER F PRI &
bk
C.IBH=ZOMIIE AP Bttt D.EHEssZOtIEE A Bt
[ZX]B
[ Rt ]
A BB eEEONMI 200.15.10.6/29: 11001000.00001111.
00001010.00000110
FRARKASHELE 200.15.10.7: 11001000.00001111. 00001010.00000111

ZRIAMI AR T RE B

inEEEFIE (ACL ) BB, WNRKBEAFMAY HTTP IRZAIBmitit 2

162.15.10.10, ZiX4 ACL TIREEHIAAER? (58).

i chn_n::.'.-‘ﬂ:-:hn:-\.' ;ﬂ...l_:l.](.‘!'iﬁ-“.‘iLﬁ_' - ]
Extended IP access list 110

10 deny tep 162.15.0.0 0.0.255.255 any eq telnet

20 deny tep 162.15.0.0 0.0.255.255 any eq smip

30 deny tcp 162.15.0.0 0.0,255.255 any eq hup
40 El_'.rrnit tep 162.15.0.0 1].#].2:'*_.‘?«.'.!55 any

(58)A.B8TF17 30 B4, IRIWEFR
B.EATF1T 40 7iF, #HiRHIER
C.HT ACL RERSHIHES, IRXEEF
D.HFRREIR B EEIIRT, IRBRIRR
[Z=]C
[ Rt ]
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158 10 deny tcp 162.15.0.0 0.0.255.255 any eq telnet HIER=2IE
#3kH 162.15.0.0 ML8RY telnet 1518,
58 20 deny tcp 162.15.0.0 0.0.255.255 any eq smtp HI1EFRE%%
B 162.15.0.0 M£8EY smtp 151E,
54 30 deny tcp 162.15.0.0 0.0.255.255 any eq http BIYEAARIELERE
162.15.0.0 MIZERY http 1519 kB EHFMAYBIRIBIERZ 162.15.10.10 B9 http
RN ABEHIX MERTE . 188 40 permit tcp 162.15.0.0 0.0.255.255 any
RERRRITERE 162.15.0.0 MERYEEFE . XNMEDBEAREIEEERH
1589 Blinttib R 162.15.10.10 BY http #R3.
FRLASR B RFMAY B FRittib 2 162.15.10.10 B9 http #&324% ACL K ERERYIE
EIEAFELE, REEF

THERY 4 4 IPV6 et , BRUEiER (59 ).
(59)A.::192:168:0:1
B.:2001:3452:4955:2367::
C.2002:c0a8:101::43
D.2003:dead:beef:4dad:23:34:bb:101
[ZX]B
[ &t
4 4~ 1PV6 ttbtitAr, FERAIHBIUER B. :2001:3452:4955:2367:: &fa—Xt
ESHEE=EIRNY, Hitt 3 MEIEEER, 1:1192:168:0:1 2—1 IPv4 b,
2002:c0a8:101:43 A W E 5 ®F =~ 4 ™ W F ¥ ,
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2003:dead:beef:4dad:23:34:bb:101 252EHY IPVv6 bk,

IPV6 if il IPv4 MEBIEFREEARERAR, EAN 3 MEMRERARSE
(60 ).
(60)A.VPN p%i&. PPTP B&i&#0 IPsec %@ B.6to4 [#i&. 6overd BEiEFN
ISATAP fZiE
C.VPN B&E&. PPP B&EF ISATAP fZi&E D.IPsec & . 6overd [ i&
PPTP &
[Zx]B
[ f# ]

IPV6 if i@l IPv4 MERIEE, &REAN 3 MBFERAKE 6tod FRE.

6over4 fFEFN ISATAP f&&E.,

INREMBRIIAN L ETIRE ACL 7 TCP 1 UDP iw[ 21, 23 71 25,
NgETE A IEZMEERINAERE (61).
(61)A.FTP B.DNS C.SMTP D.Telnet
[Z£=1]B
[ #&t7 ]
BF TCP #1 UDP iw[ 21. 23 #1 25 #338i, ©filo a2 FTP. Telnet

M SMTP HiwS, FrlAR®E DNS MAALABGIEZME

AKX MR IR B RIZ (62 ).
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(62)A.IE—ttmRE _E

BiE

CHTXLFE_ERIMINE=FSE DRI AR ERS

[BEXR]A

[ A ]

hRHE

B.ERAEMEEFRIIRERLIEE

PAZK 432 EiE (B MAC ittt ) 28" EigSHE—RR,

SN TENMNZERE, 4 1k

HostB, M ARP F&Af9mi—isk

Falil
IP-10:1.2.5/30
MAC-D00F. 2480 8917

——
i '-_"'e'-%—
&Dut«ér;

FaDi0
[P-192.168.6.1/24
WAC-D00F, 2480, 891 6
_1P-192.168.6.2/24

Fal‘24
MAC-000F 2485 3018

Host A

TP, II;""
WAC-00 }‘v-ﬁ.i]{ EDEh
Gateway-192_168 6.1

MIEIR

IRk = EmAonm? (63 ).

Fali
[P-10:1.2.6730
MAC-0D0F.2405 2424

Fali'l
IP- 192 168.4.6/24

MAC-000F 24052425

Host B

IP-192 168 4 7/24
MAC-D010.SADC. FEAE
Ciateway- 192, 168.4.6

Interface Address Physical Address Type

(63)A. 192.168.4.7 000f 2480 8916 dynamic
B. 192.168.4.7 | 0010 Sa0c feae | dynamic
C._192.168.6.2 0010 5alc feae | dynamic
D. 192.168.6.1 | 000f 2480 8916 | dynamic
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£ HostA SRR RY 3 2B iz LA HostB BY IP 1231 192.168.4.7 /9 B ARt
B ARP &, 5EIRIARZ HostB AY MAC ttsiit, @3 R igHzEI MAC
itk 000f2480 8916, FlA HostA Z<Ecakinid RegLlin R g A=z MAC b
HED BARibil, IXFER  IERzELAB Y MAC IR T BiR=E4 HostB /Y
MAC ttetiE, X2 ARP RIS, SWNENABTE—FMES, LRE

BN XL HIZ REEARIE S .

AG #%ah@(EtnE TD-LTE 5 FDD-LTE BIX3I=E (64 ).

(64)A TR AR B.4I5 £ TS5 FR
CRBEHAHERS D BEERIEARM A

(5518

[ 527 )

LTE #x&ER TDD #1 FDD WA ERIEN THEICER , siEURIF oW,

£ MTER—SRERIRERISESERNHT, FERLMTOAFRRATRER

K F#an Ad Hoc M MANET, (65) &~2 MANET A=,
(65)A.MZEIAFME R EINZAT
B.EEIRAESIRH T X ELime MLAR T RERI A T LIE

C.A L AEEN BESRR AN ST RIERRIEE
D.8MEREEREN N2 BHeE
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£#5 Ad Hoc M4 MANET /1, 8— 1 ERBRENNZEMH:E, mE
TERiRFhHRIRIRREEER, AU RIARTIRERIS NI . AT 5L iR
Bl ESMERINAIIRERTEW, ERIEMIMERERRY, YK

BB S FR MY SR ST AR A RS FRAYIERR

(66) £13%3 TCP EEHITE .

(66)A.FE#RRSS B.2N1KE C.MEME DAFEFEKRG
[BE=R]A
[ Rt ]

BEIRSEERN TCP EHHITHER , BUAEAEREIERFK,
(E15IRS W5 TRAT , X RMEIEBRIMNEIRSS . RHWERHENBNRAE
3. MERERNTRRFATRE, LEFRREHITNE FH3FADEE

WizimizEs], 3ERRFSLER RIS AP EEE

ZEFKRAYNDNEZE . NBLZE . RRLENNARE, THNZEER
bETEGLZENR (67), BFNAZEHIZ (68).

(67ANBEZE BRI  C.EEt T EIE D. 8 & &
RE
(68)ANERE BRI  C.iEEt T EIE D. 8 =& &
ZE
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NEEZEBTYERZE, A\ERNBETNERZE, KE«TEEETRAR

£, MBEERENRNAZE,

— PR EMENAT], 3 M AREREIEEREBEE T RIPV MY, ISP AR
B EcaIitbER g 201.113.210.0/24 » XBEIHREEID VLSM HEARIEMNER 5
7 34MFN, BNFNPE 40 6, TERESRPRMZ (69 ).
(69)A.FRIE MY EIGRP,3 NFMitbit 53R E 201.113.210.32/27 «
201.113.210.64/27 1 201.113.210.92/27

B.&# BN A RIPV2,3 PF Mttt 5 &9 201.113.210.64/26 «
201.113 210.128/26 #0 201.113.210.192/26

C.EE#mERA I OSPF,3 ™FRittit o 51k & A 201.113.210.16/28 «
201.113.210.16/28 #1 201.113.210.48/28

D.RIFEEAMNA RIPV1,3 1~ FRitbit o5& 201.113.210.32/26. 201.
113.210.64/26 #1 201.113.210.192/26

[&%]B

[ &t ]

N FMNFE 40 8FN, FRUAENBUESE 6 7, EmFMEiEvig

26 i, FIRHER A A RIPV1 %8 RIPV2, ERFTEAIRIMMY( Classless

Protocol), ATLAER R < FMiEsS VLSM), th2 355t agHE( CIDR).
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INREIMMENEREWRE, RBRELERFERK, NiZBEFTEEB — D
WEIfEER? (70).
(7T0)ADIERE B.SiEE C.MEE D.{&#E
[Zx]C
[ & ]

ANRMEREIREWRE, RBHEELERIER, BELSZOENEET
FRBLER,
MEH RIS ET R N PETIR EH A, LANMGZIZE TEAFERINZEEE., HHEMN
RS, EXEBIRIE, HBREE, REMNSIIERZET.
WSt fEEE R LA T LA alEe:
© IR Eh IR Ig S 1E B AW E E I LIS A SRR ;
©® LR HE IR ERIM 4R T AV Bo & [0
©® B EME MY ECE IR FIEIR;
@ (EEANR F e T B S ZE TR ;
©® W& N FRFEFIEIR o
IZETEEIRRIETIZN1Z6E OS| 7 BRENIEEiam Li#iT, BEaAE
MIER, ARNEHIEERE, LUK, WERER.

Traditional network layer packet forwarding relies on the information
provided by network layer( 71 ) protocols, or static routing, to make an
independent forwarding decision at each( 72 )within the network. The

forwarding decision is based solely on the destination ( 73 ) IP
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address. All packets for the same destination follow the same path
across the network if no other equal-cost (74 ) exist. Whenever a
router has two equal—-cost paths toward a destination, the packets
toward the destination might take one or both of them, resulting in
some degree of load sharing. Enhanced Interior Gateway Routing
Protocol (EIGRP) also supports non—-equal-cost ( 75 ) sharing

although the default behavior of this protocol is equal—-cost. You must

configure EIGRP variance for non—equal—cost load balancing.

(71)A.switching B.signaling C.routing
D.session
(72)A.switch B.hop C.host D.customer
(73)A.connection  B.transmission C.broadcast
D.customer
(74)A.paths B.distance C.broadcast
D.session
(75)A.loan B.load C.content D.constant

[#%€]C B D A B
[ f&#fr ]

ERNNEED BEAERIENEEREMNGEEFFSEREHIER, &
MZEPRIE—BEER I — MR AVEEARIRR . F AR R A ZE T B iR &b
M. MNRIFBRFERNVEMBIRFE, SEE—BirRIFTE D HEEREN
FPREFERR . SRHRERERE—BiriIESERNMEEEN, RaE
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